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Counter-Insider Threat Research and Practice

The linkage between violent extremism and insider threat has received heightened media
coverage in the past few years and has highlighted the failures of organizational security

programs to detect internal threats. While there has been a rapid increase in academic
and industry studies on insider threat, there remains limited research on violent
extremist insider threats, and there have been few empirical studies using real incident
data to validate how it is distinct from other insider threats. This original research
examines 122 cases of real extremist insider threat attacks using a logistic regression
model that compares violent and non-violent observations. The results indicate that
violent extremist insider threats are associated with grievances against the nation-state’s
policies and society in general as well as lower levels of income. The goal of this research
is to inform organizational risk mitigation policy and programs—particularly in the
critical infrastructure protection domain—about specific indicators related to violent
extremist insider threat. Study limitations and avenues for future research are

considered.

Detecting employees who seek to cause harm to their
own organizations is a well-established problem for defen-
sive counterintelligence (CI) programs (Lowenthal, 2002;
Shulsky, 1991). Over the past decade, insider threat at-
tacks—a domain of defensive CI—have increased in terms
of negative impact to the assets of compromised organiza-
tions. As a result, there has been a corresponding increase
in insider threat risk mitigation programs in the public
and private domains (Kont et al., 2018). Insider risk pro-
grams seek to protect an organization’s critical assets, em-
ployees, finances, sensitive data and intellectual property
(IP), and reputation (Cybersecurity & Infrastructure Secu-
rity Agency, 2020), from employees with privileged access
who possess the capability to inflict harm (pre-conditions
to be an “insider threat”).

The insider threat characterized by violent extremism,
defined as an act of violence that has been committed in the

workplace as informed by an ideology (i.e., insider threat),
is not well researched, despite significant negative conse-
quences. These events impact even the largest organiza-
tions. Examples of harmful incidents impacting the United
States Department of Defense (DoD) include the 2009 mass
shooting at Fort Hood in Texas and the 2014 case of a U.S.
national that joined the U.S. military for the express pur-
pose of learning combat tactics that could be used to teach
Islamic State (IS) fighters based in Syria (BaMaung et al.,
2018). The latter example demonstrates that not all places
of employment are necessarily the targets of insider threat
attacks with different individual-level motivations; how-
ever, the presence of employees who conduct attacks out-
side the organization may nonetheless negatively impact
an organization’s reputation. Accordingly, the aim of the
present study is to examine employee motivation and asso-
ciated behavioral indicators, by examining “violent extrem-
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ist”—as defined by the University of Maryland, National
Consortium for the Study of Terrorism and Responses to
Terrorism—insider threats and establishing how the moti-
vational and behavioral attributes differ from other insider
threats through a logistic regression analysis (University of
Maryland, 2018).

To overcome gaps in organizational security programs
and limit potential opportunities for attack, organizational
risk mitigation policies must account for insider threats’
motivational and behavioral attributes. There is general
agreement in the present literature on the importance of
understanding insider threat motivation and behavioral at-
tribute data as a key element of effective risk mitigation
programs. This data is used to inform detection capabilities
to ensure that risk mitigation efforts using this data is
undertaken through increased network and Internet-traffic
monitoring to improve internal surveillance, enhance
threat detection capabilities, and enable mitigative inci-
dent management and investigative responses to limit at-
tack opportunities.

While statistical regression studies using real incidents
of employee cyber-sabotage, fraud, and intellectual prop-
erty (IP) theft, have identified statistically significant re-
sults concerning the associated motivational and behav-
ioral attributes to these insider threats, there are other
insider threats that are not accounted for in these stud-
ies—specifically violent extremist insider threats.

In this study, we hypothesize that the motivations and
behaviors of employees who have become radicalized to-
wards an extremist ideology vary from those of other in-
sider threats, and present statistical evidence to display
why violent extremist insider threats are different. A better
quantification of the unique attributes of violent extremist
insider threats would provide the basis for specialized mon-
itoring programs and collection of data related to senti-
ment analysis for organizational risk mitigation purposes.
The use of corporate internal networks and the Internet in
the recruitment and radicalization of violent extremists has
been well documented (National Institute of Justice, 2015).
Research indicates that extremists’ views are routinely in-
spired and reinforced through access to violent extremist
forums, videos, and websites on the Internet, including via
work computers (Centre for the Prevention of Radicaliza-
tion Leading to Violence, 2016), with noted Islamist ex-
tremists Faisal Shahzad and Nidal Hassan being inspired to
violence through postings on the Internet (Ornatowski &
Pottathil, 2012).

Schoenherr and Thomson (2020) indicate that insider
threats are a growing concern in security communities with
a corresponding rapid increase in academic and industry
studies on the topic, but BaMaung et al. (2018) indicate
that there is a notable lack of research on the intersection
between insider threat and violent extremism. The linkage
between violent extremism and insider threat has received
heightened media coverage in the past few years, and has
highlighted the failure of organizational security programs
in Western militaries and police forces to detect internal
threats (Dearden, 2020; Pugliese, 2020; Sahinkaya, 2020).
Unsurprisingly, security communities are focusing atten-

tion on this insider threat, acknowledging that while there
are inherent challenges in terms of legal jurisdictional re-
quirements for increased employee monitoring, individual
free-speech and privacy rights, and maintaining a positive
workplace culture, there are also real heightened risks to
employees’ physical safety, corporate assets, and reputa-
tion (Van Os et al., 2021).

A Dbetter understanding of the violent extremist insider
threat will serve to inform public and private organizational
insider threat risk mitigation policies and enhance orga-
nizational security programs in critical infrastructure sec-
tors such as the government, information technology, mil-
itary, energy, finance, and transportation, which have been
subject to significant insider threat compromises over the
past several decades (Maasberg et al., 2020). This study
contributes to the existing body of literature in counterin-
telligence, terrorism, political violence, radicalization, in-
sider threat and security studies, by examining what distin-
guishes violent extremist insider threats from other insider
threats that have been described in academic literature to
date.

In this paper we outline an underlying theoretical model
and review key studies that have used real cases of insider
threats to establish differences based on motivational and
behavioral attributes. Anchored against these past studies,
we present a series of hypotheses using attributes sourced
from a U.S.-based dataset. We review the logistic regression
method that was used in the data analysis and the results
of the regression model. Finally, we conclude with a discus-
sion of the findings and future avenues of research and pol-
icy recommendations.

Theory and Past Studies

At present, insider threat research is disproportionately
published in computational science, engineering, and net-
work security-related journals with modeling studies based
on synthetic data that are not actual incidents of insider
threat attacks. Critical evaluations are rare, and research
methods in the insider threat literature are often based on
intuition from subject matter experts, while computational
models and empirical observations are based on synthetic
or inaccessible “black” datasets. More research is required
to reflect the varied motivations and behaviors presented
by different insider threats (Schoenherr & Thomson, 2020).

Theories That Focus on the Role of Motivation

Insider threat theories are derived from outside of the
existing CI literature and have become more sophisticated
than simply just motivations linked to a strong attachment
to a foreign identity, religious faith, or other ideological
pre-disposition (Rudner, 2013), to focus on individual-level
social-psychological root causes. Motivation is a causal
mechanism within insider threat theories and is the focus
of several insider threat studies. Different motivations have
been the subject of focus depending on the insider threat
being studied, including espionage, disgruntlement, re-
venge, financial, stress personal gain, organized criminal
affiliations, (BaMaung et al., 2018; Maasberg et al., 2020;
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Maasberg & Beebe, 2014; Whitty, 2021). Theories that have
been applied from various academic disciplines to explain
the motivational component includes deviance theory (so-
ciology), routine activity theory (criminology), situational
crime prevention (criminology), and rational choice theory
(economics) (Mekonnen et al., 2015; Safa et al., 2018; Wang
et al., 2015).

Theories That Focus on the Role of Behavior

Observable behavioral indicators, including substance
addiction, poor and/or declining job performance, lack of
trustworthiness, stress, and interpersonal conflicts in the
workplace, have also been prominently featured as an area
of focus within the literature across various insider threats
(Ho et al., 2018; Maasberg et al., 2020; Maasberg & Beebe,
2014; Whitty, 2021). Theories and methods that have been
applied from other academic disciplines to explain behav-
ioral indicators and generate different insider threats in-
clude the “dark triad” of personality traits (including
Machiavellianism, narcissism, and psychopathy) (Maasberg
& Beebe, 2014), addiction theory (Maasberg & Beebe,
2014), signals detection theory (Mills et al., 2018), the by-
stander effect (to explain why colleagues of a potential in-
sider threat may not report suspicious activity) (Bell et al.,
2019), and inductive profiling (Maasberg et al., 2020).

Capability, Motivation, and Opportunity
Theoretical Framework

The capability (to enable an attack), motive (to plan an
attack), and opportunity (to initiate an attack) (CMO) the-
oretical framework was selected for this study as the most
relevant for conceptualizing the causal motivations leading
to specific behaviors and interactions with conditional op-
portunity mechanisms (based on insider threat risk mitiga-
tion policies and inherent organizational gaps) leading to
potential insider threat attacks. While the dataset used in
this study lacks information related to insider threat capa-
bility and opportunity, it does allow for an analysis of mo-
tivation and behavioral indicators—something that Maas-
berg et al. (2020) noted was missing in their past regression
study that used another dataset. The CMO model originally
developed by Schultz (2002) is foundational and frequently
cited in insider threat studies. It postulates that insider
threat attacks are caused by individual-level attributes and
serves as the basis for insider threat risk mitigation poli-
cies and programs to develop preventative policy and pro-
gram capabilities by accounting for attributes that can be
further quantified through statistical regression, with indi-
cator weightings calculated based on an aggregation of ob-
served past insider threat attacks.

There have been a limited number of recent studies that
have examined specific motivational and behavioral indica-
tor data based on real incidents linked to specific insider
threats. Maasberg et al. (2020) observed that current risk
management practices require additional empirical valida-
tion of key risk indicators in the context of “cyber sabotage”
towards the enhancement of insider threat mitigation pro-
grams. They conducted a logistic regression analysis on in-

cidents of insider threat attacks and confirmed that spe-
cific attributes increased the likelihood of cyber-sabotage.
The dataset that was used for the analysis was produced by
the Carnegie Mellon (CM)-Computer Emergency Response
Team (CERT)-Software Engineering Institute (SEI), and in-
cluded coded attributes associated to individuals found
criminally convicted of “malicious insider activity” in the
U.S. since 1995. The study used the motivational aspect
of the CMO theoretical framework; assuming that capabil-
ity and opportunity existed in all incidents as they repre-
sented successful past compromises. The study focussed on
motivational (defined as revenge, financial gain, and per-
sonal gain) and behavioral (defined as addiction, poor per-
formance, and supervisor conflict) attributes as the inde-
pendent variables, and examined how they associated with
three different insider threat attack conditions including
cyber-sabotage, fraud, and theft of IP as the dependent
variables. This selection criteria resulted in a regression
model that included 74 incidents, with a primary analysis
that focused on cyber-sabotage as the main attack outcome.
Addiction was found to be the most predictive indicator,
while revenge, financial gain, addiction, and poor perfor-
mance were statistically significant. In additional regres-
sion models involving fraud and theft of IP, the motivations
of financial gain/supervisor conflict and financial gain/not
seeking revenge were statistically more significant. The
study was constrained due to missing motive and behav-
ioral indicator data in several incidents found in the dataset
which impacted sample size (Maasberg et al., 2020).

Mills et al. (2018) also focused on cyber sabotage; they
reviewed potential insider threats against naval ship sys-
tems and used a regression-based model to validate that
normal user patterns of behavior were different than mali-
cious users based on unusual system login and device ac-
cess frequencies (i.e., a greater focus on behavior based
on the capability and opportunity components of the CMO
theoretical model). The study utilized the CM-CERT-SEI
dataset with statistically significant findings that legitimate
users behave differently than malicious users (Mills et al.,
2018).

Whitty (2021) undertook a qualitative, grounded theory
analysis approach to identify which psychological, behav-
ioral, and social variables (in cyber and physical contexts)
were important in predicting insider attacks. This was done
via semi-structured interviews of managers, co-workers,
human resource employees, law enforcement, and security
personnel associated to convicted insider threat actors
within a year of an attack and resulted in a sample size
of 99 case studies involving two to three individuals per
study. The case studies consisted of 82% fraud attacks, with
the remainder being reputational damage, theft (physical,
identity and IP/data), money laundering, and illegal em-
ployment. The conceptual model that Whitty (2021) de-
veloped based on the results of the study, focused on or-
ganizational requirements to seek out “behavioral change
indicators” and “close down opportunities” to prevent in-
sider threat attacks. Whitty’s (2021) findings indicate that
although disgruntlement is often viewed as a requirement
for insider threat, addiction and sudden changes in familial,
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financial, or work performance indicators were found to be
more relevant.

Limitations and Considerations for the Current
Research

Sokolowski et al. (2016) were critical of insider threat
research’s focus on predicting attacks based on statistical
models utilizing psychological and work environment vari-
ables. They found that focusing on past activity was prob-
lematic and did not necessarily account for the complexity
and impact of changes that occur within an insider threat’s
organizational environment. Further, small sample sizes
led to unsatisfactory indications towards predicting future
insider threat attacks. This led Sokolowski et al. (2016) to
develop a simulation that was tested against the CM-CERT-
SEI dataset, of an insider threat becoming active within
a dynamic organizational system. This was referred to as
“agent-based modeling” to describe the complex adaptive
behaviors of individuals within organizations.

While research on insider threat continues to gain
prominence—Sokolowski’s et al.'s (2016) criticisms on the
direction of quantitative research studies aside—regression
analysis undertaken by Maasberg et al. (2020) focussing on
motivational and behavioral indicators is still limited. The
absence of large sample studies makes it difficult to mea-
sure the external validity of findings. There is also limited
generalizability when considering that the Maasberg et al.
(2020) study focused on cyber-sabotage, IP theft, and fraud,
but did not account for other insider threat physical attacks.
Whitty’s (2021) research by contrast, focused on IP theft
and fraud, using axial coding based on the frequency of cer-
tain responses, but did not use regression analysis; how-
ever, it did produce similar results to Maasberg et al. (2020)
in terms of motivation and behavioral indicators of impor-
tance.

Based on a review of ethics considerations, this research
is relevant as it addresses a gap in the insider threat lit-
erature and will contribute to an existing body of knowl-
edge concerning attributes of violent extremist insider at-
tacks (Van Evera, 1997). When considering that terrorism
has attracted widespread research interest since the Sep-
tember 11, 2001 (9/11) attacks in the U.S., the gap that this
research addresses in present insider threat studies is no-
table when considering that the potential threat to organi-
zations represented by violent extremist insider threats has
not been explored with the use of regression analysis. Ba-
Maung et al. (2018) notes that where these two subjects in-
tersect, there is a requirement to better understand moti-
vations and key behaviors. This imperative is due to violent
extremist insider threat events leading to high human ca-
sualty consequences, including several notable Islamist ex-
tremist incidents since 2006 involving insider threats con-
ducting information gathering and surveillance on behalf
of listed entities, and attack plotting in the military and
aviation sectors. In 2017, CM-CERT-SEI had expanded their
definition of insider threat to include workplace violence
(i.e., insider threats attacking another organization asset:
its employees) (Cassidy, 2017). It was noted that the gath-
ering of behavioral data is crucial to detecting workplace vi-

olence, “where the only manifestations of predicate indica-
tors may be behavioral” (Cassidy et al., 2018). In a review of
a limited sample of 26 cases of coworker-on-coworker inci-
dents between 1986-2017, the underlying motivational at-
tributes include revenge against the employer—manifested
in these incidents as violent attacks against other employ-
ees, or opportunistically conducting violent attacks in the
workplace, associated to indicators of financial stress, loss
of significant other, conflicts with supervisors or co-work-
ers, loss of employment, and/or substance abuse. Still, this
does not fully address why violent attacks occur in or-
ganizations in the absence or presence of these motiva-
tional attributes—notably in cases of violent extremist in-
sider threat attacks.

While there have been no notable studies of violent ex-
tremist insider threats using regression analysis, we re-
viewed several studies since 2016 that applied regression
methods in radicalization studies using the University of
Maryland’s National Consortium for the Study of Terrorism
and Responses to Terrorism (START), Profiles of Individual
Radicalization in the United States (PIRUS) dataset, that fo-
cused on the causal motivations leading to violent attacks
by individuals operating under different extremist ideolo-
gies. This dataset is considered a comprehensive individ-
ual-level dataset that samples 2,226 incidents of individu-
als from every ideological background (“Islamist, far-right,
far-left, single issue”) who have radicalized in the U.S., to
the point of committing an ideologically motivated activity
(violent and non-violent), joining a listed entity, or having
association with an extremist organization whose leader
has been criminally indicted of an ideologically motivated
violent offence (Armstrong et al., 2019).

Hypotheses

The Maasberg et al. (2020) and Whitty (2021) studies of-
fer an anchor point to replicate regression-based research
on insider threats. The violent extremist portion of this re-
search is based on a review of past regression studies fo-
cused on radicalization that source attribute data from the
PIRUS dataset and allows the formation of several hypothe-
ses to test the motivation (“M”) component of the theoret-
ical construct.

It is believed that violent extremist insider threats rep-
resent a variation of motivational and behavioral attributes
when compared to other insider threat studies conducted
by Maasberg et al. (2020) and Whitty (2021), and that the
specific attribute of grievances against the nation-state, has
a greater influence for violent extremist insider threats op-
erating under different ideologies.

Doering et al. (2020) reviewed attack incidents across
the extremist ideological spectrum and using multinomial
logistic regression found that many individual-level vari-
ables did not present significant differences between Is-
lamist, right-wing, and left-wing extremists (Doering et al.,
2020). Grace (2018) conducted a study using ordinal logistic
regression focused on individuals radicalized to Islamist ex-
tremist terrorist ideology and found that generalized group
grievance against the U.S. predicted active participation in
terrorist attacks in the U.S (Grace, 2018). Based on these
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studies, we posit that grievance against the government
will be a common prevailing item found among insider
threats, irrespective of the specific extremist ideology, and
formulate the first hypothesis for testing:

H;. A violent extremist insider threat is principally
motivated by revenge against the nation-state as com-
pared to other insider threats that are motivated by re-
venge against an employer.

In the context of violent extremist insider threat attacks,
revenge may be directed to the insider threat’s own organi-
zation and other employees working in the organization, or
to external targets, that may be the opportunistic targets of
violence based on revenge that is motivated by anger with
society in general within the nation-state.

This research will also determine if there are other mo-
tivational or behavioral characteristics that define a violent
extremist insider threat. Maasberg et al. (2020) and
Whitty’s (2021) research on different insider threats con-
firmed that other attributes were positively correlated;
therefore, there may be other attributes that have a positive
correlation with violent extremist insider threats. The mag-
nitude of the effects of these variables, should not be as
high as the motivation for revenge against the nation-state,
which is the defining variable of this insider threat.

Jasko et al. (2017) used multivariate logistic regression
and found that when individuals experience a loss of per-
sonal significance, it may result in extremist violence based
on a motivation to restore significance. Across the ideolog-
ical spectrum of extremists, failure at work, rejection in so-
cial relationships, and victims of abuse, were positive pre-
dictors of violent activity. There was additional evidence
that the presence of radicalized individuals within an indi-
vidual’s wider social network increased the likelihood of re-
sorting to violent activity (Jasko et al., 2017). Maasberg et
al. (2020) and Whitty’s (2021) research on different insider
threats also referenced these attributes, and leads us to for-
mulate the following hypotheses:

H,. If a person experiences a loss of standing at work,
then the person will be more likely to participate in vi-
olent activity at their place of work.

H.. If there is a change in familial status, such as a
divorce, separation or widower, then this will increase
the likelihood of a violent extremist insider threat at-
tack.

H,. If there is a change in performance at work then
this will increase the likelihood of a violent insider
threat attack.

Jensen and LaFree (2016) indicate that while qualitative
studies over the past decade have focused on radicalization
pathways, including psychological processes, small group
dynamics, and social movement catalysts, they relied on
small case studies. This establishes a weak empirical
grounding concerning the characteristics of radicalized in-
dividuals who engage in violent activity. Analysis of struc-
tured attribute data allows for the generation of causes and
effects, and the results of a multivariate logistical regres-
sion study of the PIRUS dataset revealed which variables
and theoretical perspectives were best at explaining violent
behaviors amongst radicalized individuals across the ide-

ological spectrum. Specifically, economic deprivation and
low educational attainment are not more common amongst
extremists than they were for the general population. Fur-
ther, drug and alcohol abuse were generally lower, and this
finding is consistent across ideologies (Jensen & LaFree,
2016). While substance addiction had a positive correlation
to insider threat attacks in the Maasberg et al. (2020) and
Whitty (2021) studies, it is posited:

H;. There is no association between alcohol or drug
addiction with violent extremist insider threats.

Varaine (2020) notes that there is mixed evidence con-
cerning the general premise that terrorist activity is moti-
vated by a lack of economic opportunities. Varaine (2020)
studied the association of economic deprivation and ter-
rorist activities, and through hierarchical logistic regres-
sion analysis, found variation based on ideology, with right-
wing extremism more likely during long periods of
economic deprivation, left-wing extremism more likely
during periods of economic improvement, and Islamist ex-
tremist attacks not being affected by collective deprivation
(Varaine, 2020). Based on this, it is believed that:

Hg. The violent extremist insider threat is not moti-
vated by a lack of economic opportunities and there is
no relationship with income.

Methodology and Results

As this research was focused on studying the underlying
violent extremist insider threat motivations and behaviors
within the CMO model—similar to the focus of the Maas-
berg et al. (2020) and Whitty (2021) insider threat stud-
ies—the PIRUS radicalization dataset, which is a large-N
dataset of categorical and ordinal variables, was used to
test the hypotheses statements and empirically measure
with the use of logistic regression analysis in StataSE ver-
sion 16. Five motivational and behavioral attributes (inde-
pendent variables) of greatest association to participation
in violence by extremist insider threats (dependent vari-
able) were assessed, when controlling for employment (a
pre-condition for being an insider threat) at the time of an
attack (further outlined in Table 1) (University of Maryland,
2018). The descriptive statistics for the attributes used in
this study may be found in Table 2.

Limitations

A notable limitation in the PIRUS dataset—unlike the
CM-CERT-SEI insider threat dataset—is that there is no
specific coding for an insider threat. The sample sourced
from the PIRUS dataset will address this by: 1) using the
criteria for employment found within the PIRUS attribute
of employment status, 2) within this sample, compare vio-
lent and non-violent extremist insider threats based on the
PIRUS attribute that codes violence at the time of an attack,
and, 3) cross-referencing a selection of cases from this vio-
lent extremist insider threat sample with publicly available
information to confirm its validity as being representative
of the sub-population (i.e., insider threat) of interest. An-
other limitation in the dataset, was the lack of data indicat-
ing whether those in the insider threat study had conducted
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Table 1. Motivational and Behavioral Attributes of the Violent Extremist Insider Threat (coding and descriptions
are from the PIRUS dataset)

CM-SEI Insider threat dataset with a sample of 74 insider Interview UM-START PIRUS dataset with a sample of
threat cases (Maasberg et al., 2020) dataset 122 extremist insider threat cases (some
witha attributes required the creation of “dummy”
sample of variables)
99 UK-
based
insider
threat
cases
(Whitty,
2021)
Dependent Sabotage (main) “Harder Violent Extremist Insider Threat (*New),
variable times” 0=No, 1=Yes
Fraud Criminal Severity, 3=White-collar crimes/

vandalism is used to approximate fraud and
theft behaviors (Note: There were no
instances in the dataset of this attribute
being coded as a “1-Yes” when the violent
attribute was controlled)

Independent Motive Family Motive

E/Sa tﬁzsles '(:(;]i?/r(;%z)e) Angry with U.S. Society, 0=No, 1=Yes
variables) Financial gain Adulthood Social Stratum (income), 1=Low,
receives welfare, lives close to poverty line,
2= Middle, does not receive welfare, has
steady professional employment, lives in
lower-middle or middle class neighborhood,
and 3= High, works a high income, white-
collar job, lives in middle or upper class
neighborhood

Theft of intellectual property

Revenge (main)

Personal gain Social Standing, diminution prior to
radicalization?, 0=No, 1=Yes, at different
points of the radicalization process

Behavioral Marital Status, change at the date of
exposure, 0=No, as they were either single or
married, 1=Yes, as they were divorced,
separated, or widowed

Addiction Behavioral
Poor performance Alcohol or Drug Abuse, 0=No, 1=Yes

Supervisor conflict Change in Performance at Work, 0=No,
1=Yes

*There was no attribute in PIRUS that could
approximate supervisor conflict; however, it
is assumed that a change in work
performance resulted in conflicts with
supervisors (Note: this attribute was
ultimately dropped from the regression
model as there were not enough
observations)

Control *To be considered a violent extremist insider threat attack; Violent, participation in ideologically
variables the subject(s) of an observation must be employed and motivated actions, or charged with
conduct a violent attack that is informed by an ideological conspiracy, 0=No, 1=Yes
radicalization; however, there is variability in terms of target
(internal or external to the workplace) selection. Additional
regression models considered the impact of ideological
radicalization on attributes’ association to insider threat.

Employment Status, at the time of exposure,
0=No, self-employed, unemployed, student,
or retiree, 1=Yes, employed

Islamist Radicalization, 0=No, 1=Yes
Far-Right Radicalization, 0=No, 1=Yes
Far-Left Radicalization, 0=No, 1=Yes

Single-Issue Radicalization, 0=No, 1=Yes

All of the motivational and behavioral attributes listed in the table that are sourced from the PIRUS dataset are anchored against the approximate equivalent attributes from the
Maasberg et al. (2020) and Whitty (2021) studies. A smaller N-sample was established based on these selection criteria, and within this sample, insider threat cases were confirmed
through cross-referencing of publicly available sources—effectively creating a violent extremist insider threat “N” sample. This sample was examined to determine if there were dif-
ferent strengths of associations between the violent extremist insider threat (dependent variable) with the independent motivational and behavioral variables in the table (122 cases
with full attribute data was used in the regression model). The violent extremist insider threat is believed to have more prominent attributes not present in other insider threats re-
searched in the Maasberg et al. (2020) and Whitty (2021) studies that focused on cyber-sabotage, fraud, and IP theft. Revenge motivation (i.e., anger towards the U.S.) is more rele-
vant for the violent extremist insider threat than other motivational and behavioral attributes.

attacks against their own place of employment (causing po- place of employment including property, information, per-
tential injury to several assets within the insider threat’s sonnel) vs. other organizations (causing potential reputa-
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Table 2. Descriptive Statistics for Main Attributes used in the Study (from the PIRUS dataset)

Attributes n % of dataset sample
Violent 2226 100
No 935 42
Yes 1291 58
Angry US 1362 61.19
No 416 30.54
Yes 946 69.46
Social Stratum (income) Adulthood 1092 49
Low 273 25
Middle 687 62.91
High 132 12.09
Social Standing (dummy recode) 505 22.6
No 406 80.4
Yes 99 19.6
Marital Status (dummy recode) 1368 61.5
No 1231 89.99
Yes 137 10.01
Alcohol or Drug Abuse 2226 100
No 1976 88.77
Yes 250 11.23
Employment Status (dummy recode) 1070 48
No 508 47.48
Yes 562 52.52
Islamist Radicalization 2226 100
No 1715 77.04
Yes 511 22.96
Far-Right Radicalization 2226 100
No 1249 56.11
Yes 977 43.89
Far-Left Radicalization 2226 100
No 1852 83.20
Yes 374 16.80
Single-Issue Radicalization 2226 100
No 1862 83.65
Yes 364 16.35
Note. N = 2,226

tional damage to insider threat’s present place of employ-
ment), as all that was indicated was the U.S. city and state
(or foreign nation-state) of the extremist activity (Univer-
sity of Maryland, 2018).

Approach

With the use of logistic regression analysis, the extrem-
ist insider threat sample was assessed using motivation and
behavioral attributes sourced from the PIRUS database that
are relevant to insider threats as guided by the Maasberg et
al. (2020) and Whitty (2021) studies. While attributes were
located for the regression model based on their theoretical
relevancy, some were omitted from the study as their in-
clusion resulted in the loss of a significant number of ob-

servations as not every observation contained a full set of
attributes. From the original PIRUS dataset of 2,226 ob-
servations, selecting motivation and behavioral attributes
in this manner to use in the regression model—five in to-
tal that are formulated as independent variables—resulted
in a comparatively small sample of 232 observations, (122
employed extremist observations and 110 that were not
employed). The employment control variable was used to
limit the sample to a specific group of interest (i.e., insider
threats). The 122 employed extremist observations are the
basis for the extremist insider threat sample used in the
regression analysis. Further details on this approach may
be found in Tables 1 and 2. Another result of this research
was the creation of a new attribute within the dataset that
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was coded as extremist insider threat. Missing data that
were coded in the PIRUS dataset as “-99” were dropped so
that these values would not affect subsequent calculations.
Non-applicable data that were coded in the PIRUS dataset
as “-88” were dropped so that these values would not affect
subsequent calculations, after a verification that the data
had no theoretical relevancy.

The research used the following base equation for re-
gression modeling:

(Violent Extremist Insider Threat) Attack = B, +
B, (Angry with U.S. Society) + B,(Adulthood Social Stra-
tum) + Bz(Social Standing) + B(Marital Status) + B5(Al-
cohol or Drug Abuse) + &;

As the dataset was qualitative in nature, some of the
variables that were used in the estimating equations were
recoded into new dichotomous “dummy” attributes to iso-
late a given attribute’s effect on violent extremist insider
threat activity. The “logit” command was used in Stata to
run the model which had a dichotomous dependent vari-
able, and odds ratios were reported to display marginal ef-
fects and express the probabilities of a violent extremist in-
sider threat based on a given attribute. For the dichotomous
dependent and independent variables used in the analy-
sis, a “1” value is associated with the attribute being pre-
sent, and a “0” value is associated with the attribute be-
ing not present. As an example, for the study’s dependent
variable, a violent extremist insider threat, was defined as
having “1” values of 1) being violent, and 2) being em-
ployed at the time of an attack, within a sample of indi-
viduals with extremist ideologies. To verify the validity of
the extremist insider threat sample, and that this variable
was representative of the population of interest, a selection
of the study’s 122 sample size of extremist insider threat
observations was researched against open sources. It was
confirmed that the sample that was used in the regression
model (N=122) contained cases such as Nidal Hasan, Al-
ton Nolen, Syed Riswan Farook (all Islamist violent extrem-
ist insider threats), Jerad Miller (a far-right violent extrem-
ist insider threat associated to Sovereign Citizen), Taylor
Michael Wilson (a far-right violent extremist insider threat
associated to Identity Evropa), and Richard Preston (a far-
right violent extremist insider threat associated to the Ku
Klux Klan).

The regression models outlined in Tables 3, 4 and 5
were subjected to robustness and sensitivity diagnostics
(results found in Tables Al, A2, and A3 in Appendix), in-
cluding tests for heteroscedasticity and multicollinearity. A
Breusch-Pagan test for heteroskedasticity provided a result
of 0.0910, meaning the null hypothesis could be rejected at
the 0.10, indicating the presence of mild heteroskedastic-
ity; however, as the dependent variable is binary, and the
model is logistic and not linear, this was not an issue in the
study. To test for multicollinearity in Stata, the Collinearity
Diagnostics package was used to review VIF values. All of
the VIFs have values that are under 2 for the base, Islamist,
and Far-Right models. It is generally understood that val-
ues above 5 indicate that multicollinearity is severe. Based
on this, the study is not significantly impacted by multi-
collinearity occurring in the independent variables.

The robustness tests did not indicate any significant dif-
ferences in p values for the base model; however, there was
some notable variation in p values for statistically signif-
icant attributes of adulthood social stratum (i.e., income)
when the model was conditioned for Islamist radicalization,
and anger with U.S. society when conditioned for Far-Right
radicalization. As well, a stepwise reduction procedure was
conducted with attributes that were statistically insignifi-
cant for the base regression model and found that the main
predictor attributes’ coefficients were not sensitive to the
removal of extraneous attributes (Table 3). Finally, to assess
if the logistic regression models fit with the dataset, sen-
sitivity (positive outcomes) and specificity (negative out-
comes) were tested, and the base regression model (as well
as those conditioned for Islamist and Far-Right radical-
ization) correctly classified outcomes better than random
chance at 79, 90, and 81% respectively, with figures well
above 5%, indicating the effectiveness of the model.

Analysis

The results from the regression model provided insights
into the relationship between motivational and behavioral
attributes and violent extremist insider threat attacks.
Specifically, the findings provide support for H;, which
posits that a violent extremist insider threat is principally
motivated by revenge against the nation-state as compared
to other insider threats. Contrary to H, that the violent ex-
tremist insider threat is not motivated by lack of economic
opportunities, the regression model displayed a statistically
significant relationship between lower levels of income and
violent extremist insider threats. The analysis did not pro-
vide support for H,, H;, and Hy, as there were no associ-
ations found between loss of standing at work, change in
familial status, or decreased performance at work with vi-
olent insider threat attacks. Finally, the results supported
H;, and displayed no association between alcohol or drug
addiction with violent extremist insider threat activity.

Based on the theoretical model, it would be expected in
the regression analysis, that there would be a strong as-
sociation of true values between violent extremist insider
threats and anger with U.S. society. As the regression model
employs a dichotomous dependent variable, the analysis
sought to examine the probability of a positive outcome in
consideration of a set of regressors, while odds ratios are
reported as it allows for an interpretation of the relative
odds of the occurrence of the outcome of interest, in this
case, the probabilities of a violent extremist insider threat
based on a given attribute.

In Table 3, there are two statistically significant results
related to positive and negative estimated coefficients c).
This provides validity to H; that violent extremist insider
threats’ motivation, is informed by anger towards the na-
tion-state as anger with U.S. society increases the risk of
violence by 2.7 times. However, contrary to H, a lower in-
come increases the risk of violence by 6 times. Unlike the
results from the Maasberg et al. (2020) study that examined
cyber sabotage, fraud, and IP-theft insider threats, there
were statistically insignificant associations between violent
extremist insider threats with loss of standing at work, and
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Table 3. Extremist Insider Threat Attributes (N =122)

Violent Employed Coef. St.Err. OR p- [95% Conf Interval] Sig
Extremist value
Angry with U.S. Society 1.021782 4431036 2.77814 0.021 .1533146 1.890249 *
Adulthood Social -1.854823 5621488 .1564807 0.001 -2.956614 -7530314 e
Stratum (income)
Social Standing .985447 .6384776 2.679009 0.123 -2659461 2.23684
Marital Status 1.599528 1.116181 4.950697 0.152 -5881462 3.787203
Alcohol or Drug Abuse - 1043307 6407259 .9009273 0.871 -1.36013 1.151469
Constant 3.269712 1.17313 26.30375 0.005 970419 5.569004 e
One-tailed test significance levels = (*p < 0.10), **p < 0.05, ***p < 0.01), LR chi2(5) = 32.63***, Prob > chi2 = 0.0000, Pseudo R2 = 0.2031
Table 4. Violent Islamist Insider Threat
Violent Employed Coef. St.Err. OR p- [95% Conf Interval] Sig
Extremist value
Angry with U.S. Society 3.120792 1.014373 22.66432 0.002 1.132657 5.108927
Adulthood Social Stratum -2.262867 1.22367 .1040518 0.064 -4.661216 .1354831 *
(income)
Social Standing 1.320437 1.355391 3.745057 0.330 -1.336081 3.976955
Marital Status 0 (omitted) 1
Alcohol or Drug Abuse -1.00499 1.263152 .3660485 0.426 -3.480721 1470742
Constant 3.144371 2.625095 26.30375 0.231 -2.000721 8.289462
One-tailed test significance levels = (*p < 0.10), **p < 0.05, ***p < 0.01), Number of Observations = 47, LR chi2(4) = 22.19***, Prob > chi2 = 0.0002, Pseudo R2 0.4003
Table 5. Violent Far-Right Insider Threat
Violent Employed Extremist Coef. St.Err. OR p- [95% Conf Interval] Sig
value
Angry with U.S. Society 1.966764 7.147509 0.071 -1678721 41014 *
Adulthood Social Stratum -2.016545 1331146 0.106 -4.460328 4272385
(income)
Social Standing 8647401 2.374389 0.521 -1.775266 3.504747
Marital Status 0 (omitted) 1
Alcohol or Drug Abuse 4496688 1.567793 0.745 -2.25945 3.158788
Constant 3.576315 35.7416 0.155 -1.353059 8.505689

One-tailed test significance levels = (*p < 0.10), **p < 0.05, ***p < 0.01), Number of Observations = 28, LR chi2(4) = 9.11*, Prob > chi2 = 0.0585, Pseudo R2 = 0.2590

alcohol or drug abuse, and when compared to the Whitty
(2021) study, a change in familial status was also statisti-
cally insignificant.

A further moderation analysis was conducted to test if
the strength of association for anger towards U.S. society
and income varied depending on ideology. Additional re-
gressions were conducted using this model with different
samples using dummy variables conditioned on specific
ideological radicalization paths (Islamist, Far-Right, Far-
Left, Single-Issue) to determine if there were variation on
the effects of a given attribute. Only Islamist and Far-Right
radicalization achieved statistically significant result and
are further discussed.

What is interesting is that for violent Islamist extremist
insider threats, there are significantly stronger estimated
coefficients in terms of anger with U.S. society (positive

association) and income (negative association) attributes.
Being angry against the U.S. increases the risk of insider
threat violence by 22 times when Islamist radicalization is
involved. Far-right extremist insider threats have similar
results, although relatively weaker than Islamist extrem-
ists, with anger towards the U.S. still increasing the risk of
violence by 7 times.

Limitations, Discussion, Future Avenues for
Research and Policy Recommendations

There are additional limitations of this research that
should be noted. The PIRUS dataset is not a comprehensive
sample of all occurrences of radicalization in the U.S. and
may not be a representative sample given its reliance on
publicly available information relating to individuals that
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have been arrested, charged, and/or indicted with ideologi-
cal motivated criminal activities, and limited access to his-
torical data sources from the 1940s to the 1980s creating
a disproportionate amount of more recent cases in the
dataset. Also, there are a significant number of observa-
tions that are missing data. This was addressed by PIRUS
researchers via the following techniques: simple imputa-
tion using fixed values (i.e., cold-deck), sub-group means,
regression-based, and expected maximization calculations-
based multiple imputation. Finally, researchers who use the
dataset are cautioned that studies based on PIRUS are best
not utilized to predict radicalization based on indicators as
there was no available control group. This is similar in prac-
tice to insider threat studies that are based on motivational
and behavioral attribute data; rather than “prediction,” re-
search studies are meant to identify attributes that ap-
pear to be more causally related to specific insider threats
through confirmed past occurrences of insider threat at-
tacks.

There are several limitations when using categorical or
discrete data as predictor variables. These were considered
in the present study when choosing independent variables
based on their theoretical relevancy, and testing for mul-
ticollinearity, along with restricting the number of overall
independent variables (Ranganathan et al., 2017). It should
be noted that the outcomes are not evenly split in the sam-
ples, with 77 (63%) of the observations being associated to
violence in the base regression model, along with 34 (72%),
and 19 (68%) of violence observations found in those re-
gression models conditioned for Islamist and Far-Right rad-
icalization. To overcome the limitations in logistic regres-
sion, applying qualitative comparative analysis (QCA) will
be considered in the future to augment the present research
study.

The sample size used in certain models within this study
is another limitation. Of the 28 observations used in the
Far-Right regression model, 19 far-right insider threats
were violent, and nine were not. While this small sample
size is problematic and gaining access to real case data is a
present limitation in the field of insider threat research as
a whole, this study as an exploratory analysis still provides
value and insight as the findings provide suggestive rela-
tionships that require additional follow-up study. Further,
as previously mentioned, the VIF has values that are under
2 for the Far-Right model, indicating that it is not signif-
icantly impacted by multicollinearity occurring within the
independent variables.

Another significant limitation is whether the attributes
associated to the violent extremist insider threat from this
research study would hold true if the sample included inci-
dents from other nation-states. As anger towards the U.S.
as an attribute in PIRUS was defined as public statements
opposing public policies, destroying symbolic U.S. items,
or promoting inflammatory U.S. messages (University of
Maryland, 2018), would a violent extremist insider threat
in Canada for example be characterized by opposition to
Canadian government policies and against Canadian soci-
ety in general, or, in this example could insider threat at-
tacks also be done to demonstrate opposition to another
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Figure 1. Insider Threat Causal and Conditional
Mechanism Model

nation-state’s policies (such as the U.S.). It would also seem
plausible for violent extremist insider threats to not neces-
sarily have a grievance against their own nation-state and
to conduct an attack in demonstration of solidarity to a
trans-national extremist cause or listed entity (e.g., Islamic
State being opposed to Western nation-states in general,
Sovereign Citizens/Freeman-on-the-Land displaying simi-
larities across the U.S./Canadian border).

In conclusion, based on the results of this study, in terms
of statistical significance, the violent extremist insider
threat does demonstrate unique motivational attributes,
specifically, anger with U.S. society and lower levels of in-
come. These attributes are even more relevant when con-
sidering Islamist and Far-Right radicalization.

In terms of policy relevance and security risk mitigation,
this provides rationale that enhanced monitoring controls
to detect potential extremist threats are justified as there
are specific attributes, at least in the U.S. context concern-
ing domestic extremists, which could be detected in sen-
timent exposed in employees’ social media (Park et al.,
2018), given that the workplace monitoring of Internet us-
age has been outlined as useful in determining if there is a
potential threat to the organization (Rausch, 2021).

A follow-up regression research study could determine if
there are additional motivational and behavioral attributes
which may be statistically relevant to this insider threat.
Also, by combining qualitative QCA methods, analyzing ad-
ditional incident details from the regression base model
sample of 122 insider threats from the PIRUS dataset could
confirm the conditional mechanisms related to attacks
given the interesting variation in terms of target selection
from several of the observations found in the sample. For
example, as all violent extremist insider threats in this
sample were employed at the time of an attack, why did
target selection sometimes occur outside the place of em-
ployment? This suggests that there may be additional mo-
tivational and behavioral attributes that are specific to each
outcome, as well as organizational policy and program in-
sider risk mitigation controls to be considered, as detailed
in the following causal and conditional mechanism model
(Figure 1).

It is a further goal of the research to apply the method-
ological approach and insider threat presented in this paper
to other datasets in the future, including other countries’
datasets capturing real insider threat compromises, to con-
tinue to enhance the reliability and validity of the overall
study.
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Table 6. Descriptive Statistics for Main Attributes used in the Main Regression Model Sample

Attributes of employed extremists n % of regression sample

Violent 122 100
No 45 36.89
Yes 77 63.11
Angry US 122 100
No 42 34.43
Yes 1 65.57
Social Stratum (income) Adulthood 122 100
Low 25 20.49
Middle 86 70.49
High 11 9.02
Social Standing (dummy recode) 122 100
No 96 78.69
Yes 26 2131
Marital Status (dummy recode) 122 100
No 111 90.98
Yes 11 9.02
Alcohol or Drug Abuse 122 100
No 102 83.61
Yes 20 16.39
Employment Status (dummy recode) 122 100
No 0 0
Yes 122 100
Islamist Radicalization 122 100
No 73 59.84
Yes 49 40.16
Far-Right Radicalization 122 100
No 89 72.95
Yes 33 27.05
Far-Left Radicalization 122 100
No 107 87.70
Yes 15 12.30
Single-Issue Radicalization 122 100
No 97 79.51
Yes 25 20.49

Note. N = 122 (employed extremists)

This is an open-access article distributed under the terms of the Creative Commons Attribution 4.0 International License
(CCBY-NC-ND-4.0). View this license’s legal deed at https://creativecommons.org/licenses/by-nc-nd/4.0 and legal code at
https://creativecommons.org/licenses/by-nc-nd/4.0/legalcode for more information.
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Appendix

Regression Models’ Diagnostics (robustness)

Table Al. Extremist Insider Threat

Violent Employed Extremist Coef. OR p-value p-value(robust std. err.)
Angry with U.S. Society 1.021782 2.77814 0.021 0.019
Adulthood Social Stratum (income) -1.854823 .1564807 0.001 0.001
Social Standing .985447 2.679009 0.123 0.115
Marital Status 1.599528 4.950697 0.152 0.180
Alcohol or Drug Abuse -1043307 .9009273 0.871 0.868
Constant 3.269712 26.30375 0.005 0.004

Table A2. Islamist Insider Threat

One-tailed test significance levels = (*p < 0.10), **p < 0.05, ***p < 0.01), Number of Observations = 122, LR chi2(5) = 32.63***, Prob > chi2 = 0.0000, Pseudo R2 = 0.2031

Violent Employed Extremist Coef. OR p-value p-value (robust std. err.)
Angry with U.S. Society 3.120792 22.66432 0.002 0.003
Adulthood Social Stratum (income) -2.262867 .1040518 0.064 0.028
Social Standing 1.320437 3.745057 0.330 0.193
Marital Status 0 1
Alcohol or Drug Abuse -1.00499 3660485 0.426 0.379
Constant 3.144371 26.30375 0.231 0.175

Table A3. Right-Wing Insider Threat

One-tailed test significance levels = (*p < 0.10), **p < 0.05, ***p < 0.01), Number of Observations = 47, LR chi2(4) = 22.19*** Prob > chi2 = 0.0002, Pseudo R2 0.4003

Violent Employed Extremist Coef. OR p-value p-value(robust std. err.)
Angry with U.S. Society 1.966764 7.147509 0.071 0.050
Adulthood Social Stratum (income) -2.016545 1331146 0.106 0.157
Social Standing 8647401 2.374389 0.521 0.497
Marital Status 0 1
Alcohol or Drug Abuse 4496688 1.567793 0.745 0.717
Constant 3.576315 35.7416 0.155 0.250

One-tailed test significance levels = (*p < 0.10), **p < 0.05, **

p < 0.01), Number of Observations = 28, LR chi2(4) = 9.11%, Prob > chi2 = 0.0585, Pseudo R2 = 0.2590
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