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Trump spurs
anew era

of Canadian
economic
nationalism

MARK RENDELL
ECONOMICS REPORTER

As trade negotiations with the United
States sputtered over the summer, Prime
Minister Mark Carney started talking about
a new, domestically oriented solution for
Canada’s tariff-battered industries.

“We have the potential to become our
own best customer for steel, but we will
lose that ability if we don’t manage the
profound transformation now under way
in the industry,” Mr. Carney said from the
floor of a metal fabrication plant in Hamil-
ton in mid-July as he unveiled a bundle of
measures to keep out foreign steel and
boost domestic demand for Canadian
mills.

A few weeks later, he announced a sup-
port package for the lumber industry, And
in early September, he outlined the pillars
of Ottawa's new “comprehensive industri-
al strategy.”

‘This involves $s-billion to help compa-
nies rejig their product lines, money to re-
train workers and a strict “Buy Canadian”
policy for government procurement -
alongside a surge in govemnment spending
on homebuilding, infrastructure and de-
fence, with the goal of absorbing stranded
Canadian metals, lumber, and auto indus-
try parts and labour.

On the surface, this looks like a suite of
emergency measures to help companies
bridge a temporary loss of demand similar
to those announced as the COVID-1g pan-
demic spread. Taken together, however, it
represents a more fundamental shift in
Canada’s political economy.

If key Canadian industries can't sell into
the US. market, the argument goes, per-

can culti
tic markets to pick up the slack.

This kind of thinking was the touch-
stone of economic policy throughout
much of Canada’s history, from John A.
Macdonald’s National Policy in the dec-
ades after Confederation to the industrial
policy experiments of Pierre Trudeau’s
governments in the 1970s.
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INSIDE JOB

As rogue employees target money and data, financial institutions
reckon with how to protect their clients and operations

ALEXANDRA POSADZKI
FINANCIAL AND CYBERCRIME REPORTER

hortly before noon on June 17, someone at-
tempted to access banking information be-
longing to two Canadian prime ministers at
the Royal Bank of Canada.

The person succeeded in viewing current Prime
Minister Mark Carney’s information, and attempt-
ed to access former prime minister Justin Tru-
deau’s.

But the perpetrator wasn't a hacker that had
wormed his way into the bank’s IT systems. It was
one of RBC's own employees, a 23-year-old client
adviser named Ibrahim akim working out of a
‘branch near Parliament Hill, police allege in court
documents.

The employee's workstation, housed within a
gleaming office tower at 09 Bank St, was under
video surveillance, according to court documents.

And his activity in RBCs internal sales portal was
being tracked by the bank, which monitors em-
ployees’ access of customer accounts.

The allegations against Mr. El-Hakim, which
have not been proven in court, are the latest exam-
ple of a pervasive problem facing Canadian banks
and other institutions: the threat that someone
inside the organization could abuse their access to
critical systems and data.

A rogue employee can do considerable damage
to an organization, from committing fraud to steal-
ing sensitive information to letting hackers into
the network. Sometimes rogue employees have
been recruited by organized crime groups, as po-
lice believe was the case with Mr. El-Hakim.

The repercussions for companies can be devas-
tating. Reputational damage can ensue, as can law-
suits, financial losses and even blowback from reg-
ulators. And it’s not only banks that are affected.
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Alberta pipeline proposal is rooted in
pushing a thorny debate into full view

JEFFREY JONES CALGARY

Cenovus Energy Inc. chairman
Alex Pourbaix knows the stakes
are high as Canadians prepare to
resume a deeply divisive debate
over oil pipelines.

Alberta’s plan to propose a
pipeline to the West Coast, an-
nounced Wednesday, is not fully
formed. It does not have the
backing of a company to shoul-
der the financial risk, or even a
detailed route. It has already at-
tracted the ire of British Colum-
bia's Premier and t Nations
that have opposed previous at-
tempts to export oil from B.Cls
North Coast.

Meanwhile, Alberta Premier
Danielle Smith put the federal
government on notice that the
success of the initiative will be “a
test of whether Canada works as

a country”

Mr. Pourbaix, who was recruit-
ed into the effort two weeks ago,
said it is a worthwhile attempt to
break through regulatory gri-
dlock that has led to costly pro-
ject failures. A veteran of both the
oil sands and pipeline industries,
he is under no illusion of the dif-
ficulties the concept will face,
even after Ottawa signalled an
Openness to new energy projects.

“There's going to be a huge
amount of work that needs to
take place with Indigenous com-
munities, with other interested
stakeholders,” Mr. Pourbaix said
in an interview. “But a journey of
1,000 steps has to start some-
where. I was happy to throw my
shoulder behind the wheel to see
if we can get some traction with
this idea and move it forward.”

He is coleading an advisory
group of industry, government,

regulatory and Indigenous lead-
ers that the province assembled
for the initiative. Alberta also en-
listed three major pipeline com-
panies, Enbridge Inc., South Bow
Corp. and Trans Mountain
Corp., to provide technical and
regulatory expertise - though
they are not putting money be-
hind the effort.

The new proposal will test
Prime Minister Mark Carney’s as-
sertions that Canada can be both
a conventional and dlean energy
superpower. It revisits 2 number
of thomy issues, from Alberta's
aims to access more of the Asian
oil market to Indigenous rights
and title to national climate com-
mitments. The oil and gas indus-
try says the project will prove
whether it can win back investors
that fled after previous plans
failed to launch.
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A boost to OAS would help
too little where it's needed,
and too much where it’s not

PAUL KERSHAW

Il oPiniON

he Parliamentary Budget Officer warns federal fi-
nances are unsustainable, with the deficit climbing
to $68.5-billion this year and the debt-to-GDP ratio
no longer projected to decline. Perhaps this will fi-
nally focus political attention on the biggest pressure poi
0Old Age Security. Poorly targeted and S42-billion costlier
than a decade ago, OAS adds more to today’s deficits than
dental care, child care, or defence.

Despite the red ink, the largest retiree lobby, the Canadian
Association of Retired Persons (CARP), presses for billions
more.

The first recommendation in its recent prebudget submis-
sion urges Ottawa tokeep its “Hands Off OAS” Under the pre-
text of protecting financially vulnerable seniors, it recom-
‘mends Ottawa extend a recent 10 per cent boost in the OAS -
wortha maximum of about $890 a year - to all seniors 65and
up, not just those over 74.
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Incidents involving insiders

have become costlier for
organizations: survey

FROM B1

“Any major corporation has information that is
worth money,” said David Coffey, a detective in the
Toronto Police Service’s financial crimes unit.

Police investigations involving company in-
siders are becoming increasingly common, Mr. Cof-
fey said. “We often come across internal threats. It's
not the norm, per se, but it's certainly not unusu-
al”

More than 70 per cent of the 32 Canadian orga-
nizations that participated in a recent survey expe-
rienced at least one incident involving an internal
threat in the past year, according to a report pub-
lished earlier this month by Deloitte Canada and
the Canadian Insider Risk Management Centre of
Excellence. The most common insider threats ex-

perienced involved the theft of personal informa-
tion, followed by the theft of intellectual property.
Organizations also reported experiencing fraud,
sabotage and foreign interference stemming from
internal threats.

Incidents involving insiders have also become
costlier for organizations, according to the Pone-
mon Institute’s most recent annual global survey.
The total average annual cost of an insider inci-
dent rose to US$17.4-million last year, up from
USS$16.2-million in 2023, according to the report
from the Michigan-based research firm.

Insider threats are top of mind for Canadian
banks, according to experts. The industry is dis-
cussing the issue with government agencies such
as Canada’s financial crime watchdog.

The Financial Transactions and Reports Analysis
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Centre of Canada generates “extensive guidance
and indicators” to help businesses identify the
laundering of proceeds from various types of
crimes, FinTRAC spokesperson Darren Gibb said in
a statement.

“As part of these efforts, the Centre is working
collaboratively with Canada’s large banks to help
combat different forms of insider abuse,” Mr. Gibb
added.

The financial sector “has the best insider risk
management programs in Canada at the mo-
ment.” said Victor Munro, executive director of the
Canadian Insider Risk Management Centre of Ex-
cellence.

Over all, however, the country is lagging the
United States and Australia when it comes to tack-
ling insider threats at a systemic level, Mr. Munro

id.

“What we're seeing in insider threat right now in
Canada is still this reluctance to admit that orga-
mzations have been victim to insider threat at-

s. So that causes a challenge, not ]usl for the
try, but also ... to conduct resea
bad is the phenomenon in the Canadian experi-
ence,” he said.

=z
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“I WOULD HAVE ASKED FOR MORE"

As is often the case, Mr. El-Hakim, who no longer
works at RBC, wasn't acting alone, according to an
affidavit from an RCMP officer filed in court. He'd

Nationalism: Carney argues the world has
changed, so Canada must change as well

FROM B1

But it was largely shelved with the dawn of
continental free trade in the late 1980s and
the recognition that Canadian manufac-
turers needed access to big international
markets to reap the benefits of specializa-
tion and long production runs.

Now we're seeing the return of econom-
ic nationalism and a kind of defensive in-
dustrial policy aimed less at creating
world-beating champions and more at
minimizing job losses and saving the cut-
leryasthe house burns down. In effect, US.
President Donald Trump’s America First
economic vision is pushing Canada to fol-
low st

Mr. Camey argues the world has
changed, so Canada must change as well.

“We're moving from an age that lasted
decades, an age when free trade wasa mo-
tor of global economic growth, to a new
age, an age of economic nationalism and
mercantilism,” he said in a speech in early
September at an aircraft parts factory in
Mississauga.

Managing this transition, he said, means
“retraining our workers, transforming our
strategic sectors, creating entirely new in-
dustries and being our own best customer
by buying Canadian.”

But this comes with risks and trade-offs
for a mid-sized, trade-oriented economy
thathasa spotty record with industrial pol-

icy.

Protecting domestic steel mills means
higher costs for Canadian manufacturers,
housing developers, and provincial and

oritizing Canadian companies in govern-
ment procurement risks alienating trade
partners. And subsidizing hard-hit compa-

s throwing good money after bad
while delaying potentially necessary eco-
nomic adjustments.

There are also fundamental questions
about the extent of domestic demand for
industries that were built to export. You
would need to build a lot more homes or
navy ships in Canada to absorb even a
small portion of lumber and steel that has
typically gone to the US.

As with earlier periods of economic na-
tionalism, the rhetoric may not ultimately
‘match up with reality.

The government’s new industrial policy
is focused on a relatively narrow sliver of
the economy: The industries hit by U.S.
sectoral tariffs - autos, steel, aluminum
and lumber - along with canola, which is
being hammered by Chinese tariffs.

And forall the talk of building domestic
markets and diversifying trade, Canadian
resource and manufacturing companies
remain overwhelmingly reliant on the
massive market to the south, and Ottawa’s
biggest economic priority is getting relief
from Mr. Trump’s sectoral tariffs and the
successful renewal of the North American
free trade pact, the U.S-Mexico-Canada
Agreement.

Mr. Carney is set to meet Mr. Trump
again on Tuesday in Washington in pursuit
of a deal

But make no mistake, Canada First eco-
nomics is making a comeback. And how
Mr. Carney and his team balance the ten-
sions at the heart of this program - the de-
sire to protect companies but promote in-
novation; buy Canadian butimprove affor-
dability; fortify the domestic market but
pursue trade diversification - could deter-
mine how well the country navigates what
he has called a “rupture” in global affairs,

“Canadians have been pretty resilient in
dealing with whatever comes their way. In
a high-tariff era we do the National Policy,
and we do okay. In a free trade era, we get
into free trade, we do okay,” said Dimitry
Anastakis, LR Wilsonand R] Currie Chair in
Canadian business history the University
of Toronto.

“But no matter what, the consequences
of what we're going through are going to be
painful. It's not going to be good. It's going
1o be a pretty big adjustment.”

When Ottawa announced retaliatory
tariffs on American-made cars earlier this
year, it took a page from the history books.
Car companies importing vehicles into
Canada could get abreak from the counter-
tariffs if they maintained a certain level of
production north of the border.

‘This remission scheme is a clear echo of

the 1965 Auto Pact, which governed the
North American autoindustry for decades,
and which forced the big Detroit automak-
ers to produce one car in Canada for every
car they imported into the country.

In the 1060s, the question was how to
open up the US. market to Canadian car
exports without killing Canada’s branch-
plant auto industry, which had emerged
behind high tariff walls.

Today, policy makers face a different,
but related question: How to convinge USS.
and Japanese carmakers to keep building
vehicles in Canada if they can’t sell them
into the US. tariff free? With 9o per cent of
13 million vehicles made in Canada last
year heading south across the border, the
stakes couldn’t be higher.

Ottawa has earmarked $2-billion for an
“automotive strategy.” Some of thi r
emergency loans to parts makers, said Fla-
vio Volpe, head of the Automotive Parts
Manufacturers’ Association. But a larger
portion is there to coax the big carmakers -
Ford, General Motors, Stellantis, Honda
and Toyota - toretool their Canadian facto-

g

ries to produce cars with better domestic
sales prospects.

“If we end up with a permanent tariff, if
we can't figure out how to regain access for
vehidles from here, could Ford find a vehi-
cle that Canadians buy 100,000 or 150,000
of - or between Canadians and Mexicans -
and then retool for that?” he sai

These aren’t questions automakers or
governments have had to ask for decades
in North America, where auto supply
chains have operated as if borders didnt
exist and car manufacturers have been
able to think about the continent as a sin-
gle market.

So far, only GM has publicly saidit's reo-
rienting production to align more with na-
tional markets. In the spring, the company
announced it was increasing production of
the Chevy Silverado pickup truck at its
plant in Indiana, while cutting back pro-
duction of the same truck at its plant in
Oshawa - from 150,000 t0 100,000 a year -
with plans to sell Canadian-made Silvera-
dos domestically.

Greig Mordue, ArcelorMittal Dofasco

A worker welds a plate to a steel beam at fabricator Walters Group in Hamilton
in July. CARLOS OSORIO/REUTERS
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been lured into a broader fraud scheme by some-
one on Telegram using the alias Al World, which
police believe is a group linked to organized crime.
The Telegram user asked him to create banking
profiles and use them to obtain credit cards, which
were subsequently maxed out. According to RBC’s
internal investigation, the total credit-card fraud
amounted to $68,500.

Banks are particularly attractive to criminals
looking to place or recruit insiders, Mr. Coffey said.
“Bank employees are the gatekeepers and they
have a lot of potential for doing harm.” he said.

In April of 2024, Toronto police made 12 arrests
and laid 102 charges in connection with a syn-
thetic-identity fraud ring that led to $4-million of
losses. One of the people charged as a result of that
investigation, which police dubbed Project Deja
Vu, had worked at three different banks over three
years, opening accounts using synthetic identities,
according to Mr. Coffey. (Synthetic identities are
created by blending real details with fake ones to
create false identities.)

The insider, Mueed Tanveer, pleaded guilty last
month to one count of theft over $5,000, received
a16-month conditional sentence and paid $15,000
of restitution, Mr. Coffey said.

South of the border, the U.S. Department of Jus-
tice has charged former TD Bank employees, ac-
cusing them of accepting bribes in exchange for
laundering drug money and opening bank ac-
counts. The US. Department of Justice's case
against TD revealed that criminals routinely de-
posited stacks of U.S. dollars at various branches in
the New York borough of Queens.

Insider threats extend to sectors beyond banks.
Telecom employees can, either wittingly or unwit-
tingly, facilitate fraud by porting a customer’s
phone numbser to a SIM card controlled by a scam-
mer in what's known as a SIM card swap, The crim-
inal is then able to reset passwords to the victim's
e-mail, banking or other online accounts by using
SMS-based two-factor authentication.

In July, hackers messaged a BBC reporter
through Signal and offered to cut him in on a ran-
som payment if he helped them gain access to the
public broadcaster’s systems.

One particularly widespread insider scheme in-
volved North Koreans posing as remote IT workers
to secure jobs at more than 100 American compa-
nies. Once employed, the North Koreans not only
received salaries - they also gained access to sensi-
tive company assets such as U.S. military technol-
ogy and virtual currency, the U.S. Department of
Justice said in June as it announced actions it had
taken to dismantle the scheme.

Canadian authorities, including the RCMP, have
warned companies to be on the lookout for remote
workers deployed by the North Korean govern-
ment, stating in a July advisory that “employing

1|

Frequency for three profiles of insider incidents
Number of incidents, by fiscal year

©2022 ©2023 ©2024

Employee negligence

Criminal and malicious insider
6.4
69
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Credential theft
5.7
6.2
438
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Insider threat policy and frameworks

13.7

135

owmers,

Does your organization have an internal policy/framework that specifically
Tuding details of ri Jafi h

addresses insider threat,

these individuals could result in legal -
es under Canadian sanctions, expose your orga-
nization to data theft and corporate espionage and
indirectly contribute to North Korea’s weapons of
mass destruction and ballistic missile programs.”

Sometimes criminals recruit insiders in person,
for instance by befriending a bank teller, Mr. Coffey
said. But more often it's by messaging many peo-
ple online until someone bites, similar to a phish-
ing campaign.

“Everybody’s using Telegram because it's anony-
mous,” said Chris Mathers, a former undercover
RCMP officer and president of consulting and in-
vestigative firm Chris Mathers Inc.

Andréanne Bergeron, a security researcher at
Montreal-based threat intelligence firm Flare Sys-
tems Inc,, said a quick scan of the dark web re-
vealed 15 threads in which threat actors were seek-
ing insiders for jobs. Seven were specifically 100k-

and incident
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Planned or in development (next 12 months)
24%

Robust capability/at target state

I/ad hoc capab

Does not exist/not planned
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Arogue RBC employee allegedly abused his employee
access by attempting to view the private banking
information of Prime Minister Mark Carney.

SEAN KILPATRICK/THE CANADIAN PRESS.

ing for Canadians, including within law enforce-
ment, telecommunications and Canada Post.

For insiders, the motivations are usually finan-
cial. An employee who has developed a gambling
or drug addiction and owes money to loan sharks,
for instance, can more easily become compro-
mised, Mr. Mathers said.

Mr. El-Hakim was paid $500 each time he com-
pleted a request from Al World, police allege. In
total, he received $5,000 in payments to his ac-
counts at Toronto-Dominion Bank and Canadian
Imperial Bank of Commerce, according to court
documents. (Representatives of CIBC and TD de-
dlined to comment on whether they provided in-
formation about Mr. El-Hakim's accounts to Fin-
TRAC or law enforcement.)

To Ms. Bergeron, the payments that Mr, El-Ha-
kim received seem low considering that the crime
could not have been committed without his help.

“I would have asked for more,” she joked.

However, there’s likely a psychological aspect at
play, she added. “Maybe it normalizes the trans-
gressions; it makes the employee feel like it's not a
big crime, because it's not a big sum.” she said.

Once an employee has complied with one illegal
request, their past actions can be used as leverage
against them, making it difficult for them to turn
down future requests, she added.

The stolen data can be used to extort or scam
the victim, or sold on the dark web, Ms. Bergeron
said.

When foreign adversaries plant or compromise
insiders within government agencies, sensitive in-
telligence belonging not only to Canada but also to
its allies in the Five Eyes community - Canada, the
United States, Britain, Australia and New Zealand -
can be at stake, Mr. Munro said.

CONTINUED ON B6

A truck transports finished vehicles from the Stellantis plant in Windsor, Ont.,
in January. IAN WILLMS/NEW YORK TIMES

chair in advanced manufacturing policy at
McMaster University and a former top ex-
ecutive at Toyota Canada, said this kind of
pivot is tricky.

Demand for Silverados in Canada is only
about 50,000 a year, he said. And it's hard
to make the numbers work when you're

Canada's exports of steel and aluminum
In millions of dollars, monthly
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moving from a continental market to a
much smaller Canadian one.

“A viable automotive plant is generally
seen as at least 250,000 vehicles. So, you
«can queue the violins for Oshawa now, be-
cause it's not viable at 100,000. And 1 think

Canada knows that. And nobody wants to
say it,” he sai

Other auto industry experts were less
pessimistic, but none downplayed the
challenge automakers and their suppliers
face if Canada can't negotiate more secure
access to the U.S. market. Mr. Volpe and his
organization are even considering the fea-
sibility of launching a new Canadian auto
company to be an anchor client for the do-
mestic parts industry - although it would
more likely aim to produce specialty vehi-
cles for defence contracts, not a consumer
car, he said.

Similar conversations are playing out in
other Canadian industries that have sud-
denly found themselves cut off from the
U.S. or Chinese market - leaving executives
and policy makers scrambling to gin up do-
mestic demand as a substitute.

In early September, Ottawa announced
a $370-million biofuel production subsidy
to boost demand for Canadian canola,
which has effectively been locked out of
the Chinese market in response to Cana-
dian tariffs on Chinese electric vehicles.

And it unveiled a new “Buy Canadian”
procurement policy for steel and lumber.
As Ottawa ramps up spending on housing
and the military - with the new Build Cana-
da Homes agency and a commitment to
spend s per cent of gross domestic product
on defence - companies bidding on gov-

they know that. I think of ernment. iill need to source lum-
Canadian goods exports to U.S.
In billions of dollars, monthly
$60
56
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2025 0 . . .
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Note: Steel i represented by basic and semi-inished iron or steel products; akuminum is

represented by unwrought akuminum and aluminum alloys. Data are seasonally adjusted.
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ber and steel from Canadian suppliers.

Derek Nighbor, chief executive officer of
the Forest Products Association of Canada,
said there’s an incremental opportunity to
sell more lumber in Canada if home con-
struction picks up and building codes are
changed to allow for more wooden high-
rises. But that would likely amount to one
billion to four billion board feet in addi-
tional Canadian sales, compared toaround
13 billion that’s sent to the U.S. each year.

“There’s no one measure that's going to
offset the long-term effects or declines to
our relationship and trade with the United
States. It's just not easy to pivot,” Mr. Nigh-
bor said. “But we can definitely blunt the
blowover time by doingsome smart things
domestically”

Meanwhile, there are already signs that
the steel industry is starting to adjust.

Algoma Steel Group Inc., which just re-
ceived a $400-million loan from Ottawa,
with another $100-million from the Gov-
ernment of Ontario, said this week that itis
shuttingdown its blast furnace earlier than
planned and accelerating its rollout of
electric are furnaces, which can produce a
broader range of steel products in batches
and can be powered up and down to meet
fluctuating demand.

And in the first hint that the govern-
ment’s emphasis on using Canadian steel
in defence procurement might be gaining
traction, Algoma signed a memorandum
of understanding with Vancouver ship-
builder Seaspan ULC over the summer to
“assess the feasibility” of using its steel
plate in Canadian-made vessels.

The steel industry has the hardest road
ahead, having been effectively cut out of
the U.S. market by Mr. Trump’s 50-per-cent
tariff and with few other foreign opportu-
nities, given the glut of cheap steel in in-
ternational markets.

But it's also getting the most support
from the government - particularly with
the tariff-rate quotas that Ottawa intro-
duced over the summer on foreign steel
imports, which has significantly restricted
competition for Canadian steelmakers.

It's here the trade-offs become clearer.

By limiting imports of foreign steel, Ot-
tawa is throwing a lifeline to mills in Ha-
milton, Sault Ste. Marie, Ont,, and else-
where, mostly in Eastern Canada. But
that’s driving up costs for steel-using man-
ufacturers, housing developers and public
infrastructure departments across the
country.

CONTINUED ON 86
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One of the more prominent examples of this in
Canada occurred more than a decade ago when
Jeffrey Delisle, a sub-licutenant in the Royal Cana-

Navy, sold secrets to the Russians. (Mr. Delisle
pleaded guilty))

For banks, the fallout resulting from a rogue
employee can be disastrous said Alana Scotchmer,
a partner who specializes in financial services reg-
ulation at Gowling WLG. The reputational damage
can cause a significant hit to business, while law-
suits from those harmed by the incident can be
costly, she said. Breaching the Personal Informa-
tion Protection and Electronic Documents Act can
result in fines, and if the Office of the Superintend-
ent of Financial Institutions becomes conce:
that the bank in question isn’t managing risk ap-
propriately, it might require the company to keep
more cash on hand for lawsuits and regulatory
fines.

“Even when these s happen rarely, they
can have huge consequences,” Ms. Scotchmer said.

'UNAVOIDABLE EXPOSURE"

It's “nearly impossible” to fully eliminate insider
risk, Ms. Scotchmer said.

Employees will always require a certain level of
access to corporate systems to do their jobs, which
creates “unavoidable exposure,” Mr. Munro said.

Still, measures can be taken to reduce the level
of risk.

Nathalie Bergeron, a spokesperson for the Cana-
dian Bankers Association, said banks invest heavi-
ly in technology, security, employee training and
privacy management programs to keep informa-
tion secure.

“Safeguards are in place, in compliance with ap-
plicable privacy laws and employee rights, to mon-

The Royal Bank of Canada’s head office in Torento's
Financial District. FRED LUM/THE GLOBE AND MAIL

Deloitte Canada survey: Have you experienced the following?
Conducted between Sept. 2024 and April 2025

® Yes o No/decline fo answer ® No

Personal information theft (data exfilration)
76%
P theft (data exfiftration)

Workplace violence
35

Foreign inferference
4 7%

The survey was complated by senior leaders n security,fraud, eybersecurity, T, and human
resources from a cross section of Canadian industries, including Canadian subsidiares of foreign
companies, public sector organizations, notfor profit organizations and otherprivately held
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Trends in how insider risks have impacted organizations
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itor employee activity, protect against fraud and
financial crime, while having robust processes to
escalate any irregular activity to the appropriate
authorities,” Ms. Bergeron said in a statement.

“At the same time, banks continue to adapt to a
rapidly changing threat landscape, using several
Tines of defence to safeguard their clients’ personal
and financial information,” she said, adding that
financial institutions are working closely with one
another as well as with government, regulators
and law enforcement to share intelligence and
combat threats.

To effectively combat the threat of rogue em-
ployees, organizations should have dedicated in-
sider risk programs, said Mr. Munro, who is com-
pleting a PhD on insider threat mitigation at Carle-
ton University. Some also employ technology such
as user, entity and behavioural analytics, or UEBA
tools, which use machine learning to identify and
flag anomalous employee behaviour.

However, unlike in the U.S. and Australia, Cana-
dian government entities aren't mandated to have
dedicated insider risk programs. While the policies
in those two countries apply to the public sector,
the private sector has adopted them as best prac-
tices, Mr. Munro said.

Organizations can also take steps to limit the
damage that could ensue from an insider attack,
Mr. Coffey said. Tor instance, telecoms facing a
flood of fraudulent SIM swap transactions intro-
«duced limits to the number of SIM card changes
that an employee could facilitate.

“They made changes,” Mr. Coffey said. “The
banks will have to make changes, too, or else
they're all going to have egg on their face”

OPEN TO WORK

Mr. El-Hakim has not yet responded to the allega-
tions against him. However, police allege that he
admitted to participating in the fraud scheme dur-
ing a June 27 interview with RBC's director of secu-
rity. He allegedly showed the security director his
Telegram conversation with AI World and allowed
him to take a photo of it, which is included in the
court filing. After he'd been hired in 2022, he com-
pleted training on employee ethics and protecting
personal information, according to court docu-
ments.

During a brief court appearance Wednesday, Mr.
El-Hakim's lawyer, Ronald Guertin, called the
RCMP investigation “rather involved.” and said he
s still awaiting further disclosure from the Crown.
The next hearing in the case is scheduled for Nov.

Mr. Guertin did not respond to a request to com-
ment for this story.

A LinkedIn profile belonging to someone
named Ibrahim El-Hakim who fits the ex-RBC em-
ployee's description indicates that he graduated
from Carleton in April, 2024, with a bachelors of
economics, accounting and finance.

In addition to the client adviser role at RBC, the
LinkedIn page lists a sales consultant position at
Virgin Plus, a subsidiary of BCE Inc., starting in

21,

BCE spokesperson Ellen Murphy said Mr. El-Ha-
kim left Virgin in 2023, and that there are “no
indications of fraud of other such issues” from his
time at the company.

The LinkedIn account has a photo depicting a
young man with a neat haircut and a mustache
and goatee, wearing an untucked, collared grey
shirt. He's standing outside, smiling, his hands in
his pockets as he gazes off to the side. The photo
looks to have been taken at night.

Along the bottom is LinkedIn's green banner
indicating that he's open to work.

FROM BS

The Independent Contractors and Busi-
nesses Associations of British Columbia
and Alberta warned in a letter to Mr. Car-
ney last month that quotas on steel rebar
are pushing up construction costs and
leading to project delays.

“These measures may have been intro-
duced in response to US. trade policies,
buttoday they have become a selfinflicted
economic wound that penalizes western
Canadians while serving a handful of cen-
tral Canadian steel producers, most of
them fo d," wrote Ch
and Mike Martens, the presidents of [CBA
British Columbia and ICBA Alberta.

Tim McMenamin, president at Jebsen &
Jessen Metals Canada, which imports steel
from Asia, said Ottawa is making a mistake
by not distinguishing between different
steel products withits quotas. The country
may be swimming in plate and sheet metal
that comes out of mills in Ontario, but the
supply-and-demand dynamic is different
for rebar, he said.

“Those Hamilton flat-rolled mills can't
all of a sudden tum the switch and start
producing long products,” he said, refer-
ring to rebar. “You'd have to just gut it and
put brand new equipment in, and it takes
years of implementation. I's just not a via-
ble thing to do”

Ottawa is also walking a fine line pursu-

ing an aggressive Buy Canadian strategy
while trying to develop new markets over-
seas and carve out opportunities for Cana-
dian companies in European defence sup-
ply chains. Industry Minister Mélanie Joly
said last week that Canada would be
*“much more protectionist”but with aneye
to remaining on good terms with the Eu-
ropean Union, Japan and South Korea.

“Just trying to survive as a middle power
in a complicated world means that you
have to really be very agile with the differ-
ent tools that you have,” said Wolfgang
Alschner, Hyman Soloway chair in busi-
ness and trade law at the University of Ot-
tawa.

“You're very nationalist on some issues;
you trade very closely with friends on oth-
erissues; and you're a free-trade champion
when it comes to other buckets,” he said.

In many ways, what's happening today
is following a familiar pattern throughout
Canadian history.

The National E‘a].\q of the late 19th cen-
tury, which built an east-west market using
railroads and protective tariffs, happened
in response to a collapse in the hope of a
new reciprocal trade deal with Washing-

" Fhen-US. president kichard Nixon'sde-
cision to unilaterally move off the gold
standard and impose 10-per-cent tariffs on
imports in 1071 helped create support for
the industrial policy experiments Trudeau
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Modular home builders watch an announcement for the new federal agency Build Canada
Homes, in Ottawa in September. JUSTIN TANG/THE CANADIAN PRESS.

governments undertook in the 1970s and
early 1080s, including the Foreign Invest-
ment Review Agency and the National En-
ergy Program.

“Historically, Canada’s activist and pro-
tectionist forms of economic nationalism
have often been reactive,” Eric Helleiner,
University Research Chair and professor of

those very carefully. You don't want to
crowd out private investment,” she said.
What's happening in Canada is part of a
larger global trend, and one that predates
M. Trump's return to the White House.
In recent years, governments around
the world have reached for subsidies and
tax policy levers to encourage a range of

at the University of Water-
1oo, said in an e-mail.

Economic ideas also flow north across
the border, he added. “We are clearly see-
ing both of these phenomena today. There
is not just a defensive reaction to the clo-
sure of the US. market, but also an impor-
tation of new American ideas (from both
the political left and right) about the mer-
its of activist policies such as industrial
policies.”

Canadaisn’t following the US. down the
path of full-blown protectionism. With a
few exceptions, the high tariffs that de-
fined 19th and 20th century Canadian eco-
nomic nationalism are absent. Indeed, Mr.
Camey dropped most of his countertariffs
on American ds in August in a bid to
revive trade talks with Washington.

But Ottawa s reaching fora Canada First
toolkit that would have been inconceiva-
ble a year ago.

Jim Stanford, the director of the Centre
for Future Work, said this moment is ripe
with opportunity, For decades, Canada’s
ability to use industrial policy to support
advanced manufacturing en con-
strained by international trade rules, he
said. Mr. Trump’s decision to rip up the
rulebook has opened up new possibilities
for economic policy making, he said,
pointing the revival of Auto Pact-era
schemes to promote Canadian auto pro-
duction.

“It's obviously a response to Trump's at-
tacks which could destroy the auto indus-
try if we don't take powerful countermea-
sures, but it’s also a reflection that Cana-
da’s former determination to be a boy
scout in world trade is no longer ruling the
roost,” he said.

But there are plenty of risks as well, Ra-
chel Samson, vice-president of research at
The Institute for Research on Public Policy,
just wrapped up a two-year project that
looked at industrial policy. Her conclu-
sion: There are valid reasons to use indus-
trial po].u:y tools, but it should be done sur-
gicall

"A_n) government intervention in the
economy has es. And so one of

pri utcomes, from increased
investment in low carbon technologies to
more supply chain resilience since
COVID-19 took hold and Russia’s invasion
of Ukraine.

Canada and some provinces tried their
hand at this in 2029, offering some $50-bil-
lion in subsidies to car companies to build
electric vehicle battery plants in Ontario
and Quebec - with mixed results. Work
continues on several of the plants in Onta-
rio, but the Quebec government lost hun-

ds of millions of dollars backing the
failed Northvolt Batteries plant in the
province.

In contrast to the EV efforts, what's
striking about Ottawa’s new industrial pol-
icy is just how defensive it i, said Réka Ju-
hisz, an assistant professor of economics
at the University of British Columbia and
expert on industrial policy.

“Export-oriented industrial strategies
have tended to perform better than inward
looking ones, and that is particularly the
case for an economy the size of Canada’s,”
Prof. Juhdsz said.

“If this short-term use of domestic de-
mand totry to cushion the blow is comple-
mented with a clearer, long-term strategy
of where we want to go, that to me sounds
less problematic than if this becomes the
long term strategy for the Canadian econ-
omy:

How this willall shake outin practice re-
mains tobe seen. Mr. Carney willbeback in
Washington next week pursuing relief
from Mr. Trump’s sectoral tariffs, And Can-
ada may be able to shore up its access to
the US. market if it can successfully renew
the USMCA next year.

If this were to happen, the impetus be-
hind the new industrial policy measures
would fade, and the latest spurt of Can:
dian economic nationalism might dissi-
pate into a comfortable continentalism.

But for now, it doesn’t seem like that's a
bet the government is willing to make. Mr.
Carney spelled it out at the aerospace fac-
tory in Mississauga: “Given that we can’t
control what other nations do, Canada’s
is focused on what we can

the things we call for is to really analyze

control”



